RTINET

Top 20 Categories and Applications (Session)

Report Date: July 31, 2018 11:44
Data Range: 2018-07-24 00:00 2018-07-30 23:59 CST (FAZ local)




Table of Contents

Top 20 Categories and Applications (Session) 2
AppendixA
Devices 7

Top 20 Categories and Applications (Session) - FortiAnalyzer Host Name: SISFAZ page 1 of 7



Top 20 Categories and Applications (Session)

# Category
1 Web.Client
2 ¢ Collaboration

3

@ Network.Service

Application
HTTPS.BROWSER
HTTP.BROWSER
HTTP.BROWSER_Chrome
HTTP.BROWSER_Firefox
HTTP.BROWSER_Edge
HTTP.BROWSER_IE
Google.Data.Saver
HTTP.BROWSER_Safari
Yandex.Bot

Subtotal

Skype

Microsoft.Portal
Skype.Portals
Microsoft.Authentication
Microsoft.CDN
Microsoft.Office.Online
WhatsApp_Web
WhatsApp
Microsoft.Office.365.Portal
WebEx
WhatsApp_File.Transfer
Google.Docs
Microsoft.OneNote
Cisco.Spark
Google.Hangouts
Disqus

Google.Allo
Citrix.Services
Microsoft.SharePoint
Apple.Messages
Others

Subtotal

DNS

SSL_TLSv1.2

QUIC

NTP

OoCsP

SSL

STUN
HTTP.Segmented.Download
SSL_TLSv1.0
File.Upload.HTTP

RSS

Ping

MPTCP

Trace.Route
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Sessions
151,949
7,409
5,970
3,380
2,872
2,073
463
216

1
174,333
49,715
26,061
9,354
6,850
6,186
5,928
5,153
2,021
1,391
1,217
1,210
1,191
813
686
307
280
135
133
123
99

216
119,069
80,676
14,499
3,438
1,780
1,658
1,375
877
277
255
245
192
93

84

26

% of Subtotal
87.16%
4.25%
3.42%
1.94%
1.65%
1.19%
0.27%
0.12%
0.00%
28.23%
41.75%
21.89%
7.86%
5.75%
5.20%
4.98%
4.33%
1.70%
1.17%
1.02%
1.02%
1.00%
0.68%
0.58%
0.26%
0.24%
0.11%
0.11%
0.10%
0.08%
0.18%
19.28%
76.46%
13.74%
3.26%
1.69%
1.57%
1.30%
0.83%
0.26%
0.24%
0.23%
0.18%
0.09%
0.08%
0.02%
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# Category Application Sessions % of Subtotal

SNMP_GetRequest 15 0.01%
SOAP 15 0.01%
Teredo 6 0.01%
WebSocket 4 0.00%
FTP 2 0.00%
SNMP_V2 1 0.00%
Subtotal 105,518 17.08%
4 g General.nterest Google.Services 34,823 37.36%
Google.Accounts 13,379 14.35%
Google.Play 13,260 14.23%
Google.Ads 10,328 11.08%
Amazon.Services 4,078 4.38%
Apple.Maps 3,615 3.88%
Apple.Services 3,344 3.59%
Amazon.Ads 2,578 2.77%
Apple.Store 2,406 2.58%
Yahoo.Services 1,480 1.59%
Google.Push.Notification 822 0.88%
Apple.Push.Notification 660 0.71%
Citrix.ICA 579 0.62%
Microsoft.Store 402 0.43%
Amazon.AWS_Console 374 0.40%
Yandex 302 0.32%
Waze 163 0.17%
Baidu.Services 130 0.14%
HTTP.Download.Accelerator 110 0.12%
Google.Translate 107 0.11%
Others 263 0.28%
Subtotal 93,203 15.09%
5 | Social.Media Facebook 19,960 65.99%
Twitter 3,906 12.91%
Instagram 2,867 9.48%
Facebook_Video.Play 1,698 5.61%
LinkedIn 890 2.94%
Tumblr 423 1.40%
Pinterest 393 1.30%
Google.Plus 62 0.20%
Snapchat 29 0.10%
Foursquare 7 0.02%
MySpace 3 0.01%
Reddit 3 0.01%
Vkontakte 3 0.01%
Meetup 1 0.00%
Subtotal 30,245 4.90%
6 . Storage.Backup iCloud 20,140 83.18%
Dropbox 2,463 10.17%
OneDrive 539 2.23%
Google.Drive 513 2.12%
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# Category Application Sessions % of Subtotal

Mega 165 0.68%
Github 151 0.62%
Apple.iCloud.Storage 136 0.56%
4shared 43 0.18%
Slideshare 41 0.17%
Scribd 20 0.08%
Acrobat.Cloud 2 0.01%
Subtotal 24,213 3.92%
7 Unknown HTTPS 4,939 25.71%
HTTP 3,673 19.12%
tcp/5004 996 5.18%
tcp/33434 978 5.09%
tcp/9080 587 3.06%
udp/40053 575 2.99%
udp/40045 513 2.67%
udp/40052 460 2.39%
udp/40044 457 2.38%
udp/40042 443 2.31%
udp/40041 442 2.30%
udp/40043 440 2.29%
DNS 427 2.22%
udp/40046 406 2.11%
udp/40050 391 2.04%
udp/40054 368 1.92%
udp/40055 360 1.87%
udp/40051 336 1.75%
udp/40047 278 1.45%
SMB 269 1.40%
Others 1,873 9.75%
Subtotal 19,211 3.11%
8 (% Video/Audio YouTube 11,356 60.46%
Spotify 6,430 34.23%
Netflix 422 2.25%
Vimeo 331 1.76%
Real.Player 61 0.32%
Brightcove 55 0.29%
Ooyala 33 0.18%
HTTP.Video 24 0.13%
YouTube_Video.Embedded 21 0.11%
IMDB 14 0.07%
Shazam 9 0.05%
SoundCloud 9 0.05%
Deezer 5 0.03%
Tuneln 4 0.02%
Windows.Media.Player 4 0.02%
Ustream 2 0.01%
Dailymotion 1 0.01%
Livestream 1 0.01%
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# Category Application Sessions % of Subtotal

Subtotal 18,782 3.04%
9 g Update MS.Windows.Update 8,632 66.96%
Root.Certificate.URL 3,656 28.36%
NOD32.Update 209 1.62%
Apple.Software.Update 168 1.30%
Firefox.Update 80 0.62%
Adobe.Update 78 0.61%
Microsoft.Office.Update 47 0.36%
MS.Product.Activation (N 0.09%
Avira.Update 7 0.05%
Ubuntu.Update 3 0.02%
Subtotal 12,891 2.09%
10 Cloud.IT Amazon.AWS 2,692 30.88%
Amazon.CloudFront 1,969 22.58%
Fortiguard.Search 1,617 18.55%
Amazon.AWS_S3 1,605 18.41%
Godaddy 629 7.21%
TrendMicro.WFBS 179 2.05%
Microsoft.Azure 28 0.32%
Subtotal 8,719 1.41%
11 @ Email Gmail 3,701 66.08%
Microsoft.Outlook.Office.365 735 13.12%
IMAPS 539 9.62%
Microsoft.Outlook 386 6.89%
POP3S 161 2.87%
Mailchimp 56 1.00%
POP3 10 0.18%
SMTPS 7 0.12%
Mail.Ru 3 0.05%
SMTP 3 0.05%
Subtotal 5,601 0.91%
12 Business Google.Analytics 2,877 85.50%
PayPal 169 5.02%
Zendesk 115 3.42%
Salesforce 46 1.37%
Hubspot 42 1.25%
Shopify 36 1.07%
Zoho 29 0.86%
Moodle 21 0.62%
Uber 20 0.59%
Constant.Contact 9 0.27%
UserVoice 1 0.03%
Subtotal 3,365 0.54%
13 B Game Epic.Games 1,537 97.09%
Apple.Game.Center 44 2.78%
Clash.Of.Clans 1 0.06%
Warcraft 1 0.06%
Subtotal 1,583 0.26%
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# Category
14 Mobile
15 Remote.Access

o

16 4 VolP

17 €& Proxy
Total

Notes

Application
Android
Apple.iPhone
Subtotal
AnyDesk
TeamViewer
Citrix.Receiver
TeamViewer_CallRequest
Subtotal
FaceTime
magicjack

SIP

Subtotal
OpenVPN
Subtotal

Sessions
328

289

617

115

68

3

2

188

72

19

11

102

5

5
617,645

% of Subtotal
53.16%
46.84%
0.10%
61.17%
36.17%
1.60%
1.06%
0.03%
70.59%
18.63%
10.78%
0.02%
100.00%
0.00%
100.00%

Traffic sessions that are not scanned by the Application Control engine are excluded from this report. Please enable

Application Control to allow application traffic to be properly identified/secured on your network.
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